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OVERVIEW

Overview
When You Need to Send Something Secure... Bullit
We all depend on electronic communication every day. We use it to send
ﬁles and information that shape our lives and businesses.
But who else is watching?
Once your ﬁles are sent, how do you maintain control of your content and
restrict unauthorised access? How do you prevent tampering and ensure its
integrity? With the prevalence of cyber-crime exploding, there’s a desperate
need to send conﬁdential information online, in a simple and familiar way
that’s totally private and secure. This need can now be fulfilled, to a degree
unimaginable previously, with the advent of Web3.

Bullit is a Blockchain and NFT Solution for Privacy and Control
Bullit is a new file type that can contain any amount and any type of content.
It can only be opened by the intended receiver upon acceptance of the
sender’s terms and conditions. In future instances of the product, every
transaction will be recorded on the blockchain. In addition to that, ‘Bullits’ will
have an option to be converted into NFTs (Non-Fungible Tokens) to ensure
ownership that is absolute, evidenced and recorded.
Bullit gives you, the sender, privacy and control over your content. If you
ever suspect a breach, you can retract your content in real-time and
on-demand.
Bullit is a secure file sharing service, which allows users to encrypt a file and
send it safely via any of their usual communication channels. It is a new file
type that can contain any amount or type of content.
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Currently, providers in this space all continue to be private, centralised
services. They house your data, they own your data. If they don’t like you for
any reason they can delete your data. Not only does Bullit not do this, we
can’t do this.
Bullits are secured by a 256-bit, military-grade encryption protocol and will
be linked to the Theta Blockchain.
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SECTION 1

1

PRODUCT

Product
What is a Bullit file?
A Bullit ﬁle is an ofﬂine ﬁle generated via the Bullit system. Rather than
sending content in a conventional SaaS or app-to-app manner, the
Bullit is generated as an ofﬂine ﬁle that users can then choose to
distribute however they wish, be it memory stick, social media, email,
messenger etc. - safe in the knowledge that it can only be opened by
the intended recipient via an authenticated Bullit app when the Bullit file
is matched to it.
The Bullit ﬁle has no discernible payload size, other than an encrypted
string that acts as an identiﬁer of speciﬁc Bullit content when opened by
the app. This string is further hashed to protect against tampering whilst
in transit. The Bullit system can also enforce ofﬂine opening so that any
sensitive information contained in a Bullit can only be opened when the
receiving device is ofﬂine.
These tiny Bullit files also have the dual advantages of lightning speed
through the transit networks and minimising bandwidth usage.
Not only this, but because a Bullit operates in a similar way to an NFT, it
can be attached to a smart contract - opening up a huge range of
possibilities (more on which later).
All Bullit file activity is recorded onto the Bullit system and notifications
can be enabled for sender/owner.
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What Can You Put In a Bullit?
Anything and Everything!
Let’s say you have highly confidential information you need to get to a
colleague. It might be a business plan, an audio track, financial information,
video footage, child protection data, healthcare data, legal documents or a
bundle of all the above.
How can you guarantee that only your intended receiver sees it - and no
one else? If you ever suspect a breach, how do you remove the content
from circulation?
Bullit is the new file type that allows you full control of the data you send…
and so much more.

What Powers Bullit?
Bullit is a public, cloud-based service. It enables users to upload files to the
Bullit platform which then creates, encrypts and downloads your Bullit file so
you can track and control your content. Users have the option to deliver
their files direct via the Bullit service or download and send via any means
at your disposal.
How senders use Bullit is as much under their control as the Bullits they send.
Upon delivery, receipt, opening, viewing and interaction with the content
within a Bullit, an unalterable evidence trail is recorded onto the system,
soon to be integrated on the blockchain for further proof of ownership and
delivery.
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Recording and eventually publishing the delivery of the files on the
blockchain will provide an unparalleled level of privacy and security to the
user. This innovation assures all participants in the communication are
identified and immutably documented, as well as verifying each Bullit’s
status.
Bullit is currently operating as a centralized system (with the intention of
moving to decentralise in future iterations) and uses the traditional SaaS
model, whereby a central group of servers acts as the distribution hub to
deliver Bullits between users. Bullit gives users the ability to create files via a
full GUI interface in SaaS, iOS and Android apps, as well as MacOS and
Windows Desktop versions.
Once integrated with the blockchain, smart contracts can start to be
implemented.

Locking a Bullit File
The Bullit ﬁle is essentially the public key to the private key that is
held/generated within the Bullit system, accessible only once the user is
authenticated. The Bullit ﬁle distribution mechanism encrypts ﬁles offline
with asymmetric encryption, offers 2 Factor Authentication (2FA) and
secures the file further by providing multi-signature capability.
In addition to the multi-layered security, users have control over the
geographical location of their ﬁles, the ability to view who their ﬁles are
shared with the power to void access to their ﬁles with the click of a
button. Furthermore, Bullit will soon utilise blockchain technology to
enhance all of these existing security features, adding an irrefutable
element to the Bullit distribution mechanism.
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SDK (Software Development Kit) "Build on Bullit"
Having a ground-breaking, first-to-market product is all well and good,
but we can only employ so many developers. By building the SDK
alongside our development path, we are able to furnish developers
from all around the world with the tools they need to build their own
interpretation of Bullit. By opening our resources to the wider Theta
wider community to build on we hope to encourage innovation and
bring new ideas to our platform. All this is powered by our own TNT-20
token system for seamless speed and efficiency.
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SECTION 2

2
Market
Proposition

The Bullit Proposition
Bullit is a freemium service.
●
●
●
●
●

Free
Individual
Small Business/Family
Large Business
Enterprise/Bespoke

Whether as a B2B or a B2C application, Bullit offers the tools, compatibility
and solutions that most market-dominating sectors require.

Business to Business
●
●
●
●
●

Legal, Financial and Insurance: maintaining corporate/client
confidentiality.
Corporate & Telecom: SaaS and consumer-to-enterprise solution.
Health Care: HIPAA compliant with full audit trail.
Marketing & Entertainment: tracks/captures who views communications
and harvests email addresses.
Government: military-grade encryption, secure architecture; all
permission-based, no spyware.
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No Direct Competition
Comparable doesn’t equal competition.
Bullit can be compared to three major industry sectors:
1.
2.
3.

Secure file transfer
Data storage
Secure email

The plan is to consolidate these sectors into one new product.
These unique attributes, as well as Bullit’s ability to address the needs of every
comparable sector with one product, places Bullit in an entirely new category.
Bullit offers users all-in-one access to a variety of exclusive features and
services, including:
●
●
●
●
●
●
●
●
●
●
●

Immutable proof of delivery, proof of opening and proof of acceptance.
Consistently delivering within a locked and loaded Bullit
Pay to open. When a Bullit serves as a mechanism to deliver a service
and payment can be requested before final delivery
The sender’s terms and conditions are accepted at every opening
Securely send and track any ﬁle type to one or more recipients via email,
text or any social media
Unrestricted onward, multi-tiered tracking in perpetuity and instant
‘on-demand’ audit of who sees the sender’s content, when and where
Bullit is content, device and channel-agnostic
Control, access, or retract content on command without time or
geographic limit
Content delivered by any means (email, SMS text, social media, memory
stick, DVD) to any device in a “locked and loaded” Bullit
Creates a centralised hub for conﬁdential communications
Single access point for distributing confidential content from any platform
to any platform
Distribute by any combination of email, SMS, or any social media channel
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●
●
●
●
●

Maintains privacy by controlling content even after sending. Real-time
notiﬁcation of every opening and every forwarding
Track and control at all times, with the ability to immediately revoke
access
Ease of integrating with various existing legacy systems
Manage consent for GDPR within the sender’s terms and conditions
Branding and white label opportunities
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Bullit Privacy, Control &
Protection

●
●
●

●
●
●

Bullit is an integrated ﬁle protection system built for the owner of the
content and no one else
All content is protected from all parties, including the Bullit system itself
Bullit offers the content owner privacy and control from any
third-party apps or services that use Bullit as cloud storage
or ﬁle transfer service provider
The owner’s content is safeguarded from any of the Bullit team that
developed the code that drives Bullit systems
Bullit offers the content owner total protection and privacy from any
external theft or attempted hacks
Smart contract defi negates the need for Bullit’s involvement at
any stage in any transaction.

How?
●
●
●
●

Bullit adopts a new philosophy using chains of cryptographic
algorithms that are dependent on each other
Every user has a public and a private key. Each ﬁle has a public
and private key
Every receiver of a Bullit has a public and private key
Keys are not stored at any single party.
They are divided between:
> Bullit system
> The User
> The Code

Open Source & Third-party Oversight
The Bullit philosophy is to provide transparency to our code. To this end, we will
make it publicly available so that in the future anyone can audit and scrutinize
our service. This will further guarantee proof of our product and offering.
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SECTION 3

3
System
& Service
Features

System & Service Features
Server Locations
Bullit servers are located within state-of-the-art data centres throughout
the world. With the ever-growing personal and organizational concerns
around data privacy and security, Bullit continues to evaluate additional
secure locations to safeguard users' data. This is all not only from a
technical standpoint but from a legal perspective too.
Data centres in countries such as Iceland, for instance, are implementing
some of the most progressive data-privacy laws worldwide. Bullit has an
established presence there that allows these extra privacy and security
beneﬁts to be available to our user base.

Multi-Signature Bullits
The system can generate Bullits that require multiple signatures to open
them. The system can create a Bullit for an audience of multiple people
only when each recipient authenticates and opens their Bullit - only then
will the content be opened for everyone. A use case for this could be the
transmission of keys for wallets, last will and testaments or any complex
legal documents that require a lawyer to be present at the opening.

User-Deﬁned, Object-Level, 2-Factor Authentication
Bullit is implementing functionality whereby users can assign 2FA to any
‘object’ within the Bullit system. For example, a user could upload a ﬁle
and set a rule that it can only ever be opened if an authorized recipient
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receives a PIN code via SMS that they then have to enter before they
can open any Bullit containing that document.
This 2FA process can be applied to any object within the system: uploaded
ﬁles, Bullits, recipients, etc. The sender could set rules that specify Bullits
always require 2FA, that speciﬁc recipients always require 2FA and so on.
The 2FA can be set as a PIN code delivered via SMS, email or both. This
overarches all aspects of the functionality in the Bullit system.

User-Deﬁned IP Address Access
Bullit users will have the option to deﬁne one or more IP addresses from
which they can log onto Bullit.
Any activity or attempted access of the system from a different IP address
can be blocked and the Bullit owner alerted so they can take action.

Unusual Login Alerting
With this feature turned on, Bullit will record usage metrics regarding
devices used, browser, IP addresses and can be set to automatically
alert users about unusual logins and usage. Notifications allow them to
instantly conﬁrm or reject the activity.

Hardware Authentication
Bullit will continue to implement enhanced authentication functionality
by using established third-party hardware authentication devices
(Yubikey etc).
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Using Your Own Email Servers
Bullit can route any Bullit delivery through an organisation’s existing email
servers. This allows Bullit to utilize and be integrated within the existing
security setup of an organization.

Decentralised P2P
Bullit is currently developing a Decentralised Peer-to-Peer (P2P) system,
the Bullit P2P (BP2P). This will allow P2P communications between sender
and recipient with no third party in between. All communications will be
secure and encrypted end-to-end.

Touch ID & Biometrics
The system can create Bullits that can only be opened by touch and face
ID. Bullit plans to incorporate biometric technologies into the platform.

HTTPS
When using Bullit via the web, desktop or app, access is via the Bullit API
(Application Programming Interface) which runs on the Bullit servers
over HTTPS.
HyperText Transfer Protocol Secure (HTTPS) is the secure version of HTTP,
the protocol over which data is sent between the browser and the
website to which it is connected. The 'S' at the end of HTTPS stands for
'Secure'. This means all communications between the browser and the
Bullit service are encrypted.
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Once an HTTPS secure connection is made between the browser and
the Bullit API all transmitted data is automatically encrypted. Usernames
and passwords, ﬁles uploaded and downloaded, sent items... all are
encrypted by virtue of only allowing HTTPS connections to the API.

Forced TLS
Today, email is effectively a plaintext communication sent from email
clients to receiving email servers or from one server to another. This
design limitation leaves the content of a message in transit open for
anyone to eavesdrop, from a wireless hotspot at the airport to an ISP or
internet backbone provider.
Transport Layer Security (TLS) helps solve this issue by offering
encryption technology for messages while it is transiting from one
secure email server to another. TLS helps prevent eavesdropping on an
email as it is carried between email servers that have enabled TLS
protections. TLS is required between all the servers that handle the
message, including hops between internal and external servers. Bullit
gives users the option to only deliver Bullits to email servers that have
TLS security enabled.
Since not all email servers are conﬁgured or able to accept TLS connections,
this feature is called Forced TLS. When a message is sent using the Forced
TLS connection, if the TLS handshake cannot be established or if the target
server is not conﬁgured to accept only Forced TLS connections, Bullit will
cease delivery of the Bullit and notify the sender that intervention is
required regarding the recipient’s email server.
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Private Cloud Deployment: Bullit Mailbox
Bullit also accommodates organizations that choose not to upload
documents to a hosted service. If an organization chooses to keep
documents within its own private cloud, Bullit can still be utilised and
deployed via the public cloud to ship, track and control content. To allow an
organisation to host its own documents, Bullit Mailbox is installed on the
private cloud within the bounds of the corporate network. Bullit Mailbox
processes documents for shipment and serves the pages of the document
as requested by the recipient. The actual native document need never
leave the building although there is an option to allow the recipient to
download the native document if the sender allows it.

Storing Your Files
In addition to the robust privacy and control capabilities and general
benefits of the service, Bullit will offer a blockchain-based Distributed
File Sharding & Compliance solution. The system forces encryption of all
content in transit and at rest and provides a mechanism for sharding
ﬁles and encrypting the resulting shards, which can then be stored in
user-designated geographical territories. All activity is fully audited and
in future versions will be recorded on the blockchain.
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Live Product Features

Encrypt & Decrypt
Upload any ﬁle type to encrypt and turn into a Bullit.
Upload a Bullit to decrypt and view the content you sent.

Terms & Conditions
Upload the terms and conditions that the receiver of
your Bullit must accept to open it.

Terminate
If you suspect someone has breached your agreed terms,
terminate your content, removing all access.

Email Notiﬁcation
Every time your Bullits are opened, the system will notify
you via email, informing you what, when and where
a file was viewed.
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AI Protection
The service’s security is protected with artiﬁcial
intelligence, constantly patrolling and protecting
all content.

Control Panel
The Control panel allows easy access to all your incoming
and outgoing Bullits, giving you control of your content
in real-time.

Future Features
Text Notiﬁcation
Every time a Bullit is opened, the system will instantly
notify you via SMS, telling you what was viewed,
where and when.

Pay to Open
When someone is contracted to deliver a digital
service/product they can choose to append a payment
transaction, or ‘swap’, to a Bullit.
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Radar
The Radar function allows you to view exactly where
your Bullit went, giving a visual reference to see and
control in real-time

Ways to Connect and Pay
The ‘new’ internet opens up unique opportunities as well as
the old ones. We seek to capitalize on this and look to minimize
friction wherever possible.

Multi Signature
If you have a very specific or sensitive Bullit you may
want two or more parties to agree to allow access
to the content.

Watermarking
Every time your Bullits are opened, the system will notify
you via email, telling you what was viewed, where
and when.

Blockchain Recorded Delivery
Every activity concerning your Bullit is recorded on the
Blockchain. Proof of delivery, openings, terminations
and all other activities
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NFT Bullits
Bullit can create an NFT (non-fungible token) of your
most important content. That NFT is locked inside your
wallet, giving absolute proof of ownership of your
valuable digital content.

2FA
If your Bullit is sensitive, you might want the receiver
to authenticate via two factor authentication (text).

Super User
An administrative user controlling employee accounts.
Allows standardisation of terms and conditions and
data usage, etc.

Group Statistics
A SuperUser can view statistics on employee accounts
in their control. Easy activity monitoring of teams or
departments.

Data Optimisation
If one user has not used up their allocation of data,
it will be added to the rest of the group data.
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Branding
Customised branding is available to add your
corporate identity and ensure a uniform brand for
your organisation.

Data Residency
Choose where you want your data to reside.
Our servers, your own servers, speciﬁc or multiple
geographic territories.
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SECTION 4

4
Security
& Encryption

Security and Encryption
Security is paramount in the Bullit ecosystem.
When it comes to securing Bullit products and protecting content and
tokens, Bullit has developed and continues to develop the most advanced
encryption methods and security features available.
The Bullit system offers HIPAA-compliant forced TLS email delivery,
object-level 2-Factor Authentication (2FA), sharded and encrypted GDPR
compliant storage in known geographical locations, decentralised
peer-to-peer communications, a ﬁle distribution mechanism that
encrypts ﬁles ofﬂine with asymmetric encryption, a private cloud solution
where content never need to leave the building, IP address lockdown,
unusual activity monitoring, hardware authentication and much more.
This “Deep Authentication” approach includes multiple layers of security
that also have a light touch, ensuring that users can tailor Bullit to be as
secure as they require.

Overview
Bullit users trust us with billions of their files and forms. That trust is based
upon us keeping that data both private and secure. The information on this
page is intended to provide transparency about how we protect that data.
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Goals
1.

Keeping users ﬁles and forms both private and secure.

2.

Zero-knowledge concept.

A User’s Data: Private and Secure
1.

User uploads his/her ﬁle or form as a plain ﬁle to the Bullit system.

2.

Bullit system receives a plain ﬁle or form over SSL secure channel
and prepares it for the next step.

3.

Bullit system applies AES-256 encryption to an uploaded ﬁle or
form using a generated private key.

4.

Bullit system stores the encrypted ﬁle or form on the cloud

Client

Upload file or from

Bullit

storage service.

Generate Public
& Private Keys

token and data)

Bullit DB

(users
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Uploded Data

Upload Done

Encrypt data using private
key (AES-256)

Encrypt Private Key using Public
Key Of User (RSA)

Save Encrypted
Data

Save Encrypted Private
Key Of Data
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AES Encryption
encrypted = encrypt (ﬁle,key) decrypt
(encrypted, key) = > ﬁle
AES is based on a design principle known as a substitution–permutation
network and is efﬁcient in both software and hardware. AES is a variant of
Rijndael, with a ﬁxed block size of 128 bits and a key size of 128, 192, or 256 bits.
AES operates on a 4 × 4 column-major order array of bytes, termed the
state. Most AES calculations are done in a particular ﬁnite ﬁeld.
The key size used for an AES cipher speciﬁes the number of transformation
rounds that convert the input, called the plaintext, into the ﬁnal output,
called the ciphertext. The number of rounds is as follows:
> 10 rounds for 128-bit keys
> 12 rounds for 192-bit keys
> 14 rounds for 256-bit keys
Each round consists of several processing steps, including one that
depends on the encryption key itself. A set of reverse rounds are applied
to transform the ciphertext back into the original plaintext using the
same encryption key.
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Zero-Knowledge
1.

The Bullit system creates public and private keys for each user.
> The public key of the user will be stored in the Bullit database

2.

Register user

Save Bullit ID and private key of
registered user

Bullit

Register user

Generate public & private key of
registered user

Bullit DB

Client

> The private key of the user will be stored in the client database

Save hashed username and
password of registered user

(username

& password)

Save public key of
registered user

The Bullit system applies RSA encryption to a generated private key
of data using the public key of its owner.
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Upload Done

Encrypt private key using public key of user (RSA)

Save Encrypted private key of data

3.

The encrypted private key of data will be stored in the
Bullit database.

4.

User is the only one who can access his data using his
private key to decrypt the encrypted private key of data.

Register private Key of data
(users token, private key of user &
public key of user)

Download data

Receive private key
of data

(public & private keys)

Decrypt data using
private key of data

Decrypt private key of data
using private key of user
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Deliver decrypted
data

RSA Encryption
RSA is a strong encryption algorithm that has stood a partial test of time.
RSA implements a public-key cryptosystem that allows secure
communications and “digital signatures” and its security rests in part on
the difﬁculty of factoring large numbers.

encrypted private key of data = encrypt (private key
of data, users public key)
decrypt (encrypted private key of data, user!s private key)
=> private key of data

To encrypt a message M with RSA encryption, using a public encryption
key (e, n), proceed as follows. (Here e and n are a pair of positive integers.)
First, represent the message as an integer between 0 and n−1. (Break a
long message into a series of blocks and represent each block as such an
integer.) Use any standard representation. The purpose here is not to
encrypt the message, but only to get it into the numeric form necessary for
encryption.
Then, encrypt the message by raising it to the eth power modulon. That is,
the result (the ciphertext C) is the remainder when M is divided by n.

C = -E ( M ) =- M
D ( C ) =- C
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(

e

(

mod n )

for a message M

modn )

for a ciphertext C
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To decrypt the ciphertext, raise it to another powered, again, modulon.
The encryption and decryption algorithms E and D are thus:
Note that encryption does not increase the size of a message; both the
message and the ciphertext are integers in the range 0 to n−1.
The encryption key is thus the pair of positive integers (e,n). Similarly, the
decryption key is the pair of positive integers (d,n). Each user makes his
encryption key public and keeps the corresponding decryption key
private. (These integers should properly be subscripted as in nA, eA and
dA, since each user has his own set. However, we will only consider a
typical set and will omit the subscripts.)
To choose your encryption and decryption keys, you ﬁrst need to compute
n as the product of two primes p and q
n = p × q

These primes are very large, “random” primes. Although you will make n
public, the factors p and q will be effectively hidden from everyone else
due to the enormous difﬁculty of factoring n.
This also hides the way d can be derived from e.
You then pick the integer d to be a large, random integer, which is relatively
prime to (p−1) × (q−1). That is, check that d satisﬁes:

gcd(d, (p−1) × (q−1)) = 1 (“gcd” means “greatest
common divisor”)

The integer e is ﬁnally computed from p, q and d to be the multiplicative
inverse of d, modulo (p−1) × (q−1). Thus we have:

e × d"1 (mod (p−1) × (q−1))
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The Power of Theta

The power and utility of any layer 2 software protocol ultimately rests on
the blockchain it chooses. Theta is part of the new specialist wave of
emerging powerhouses in blockchain and targets the fast-paced world
of content streaming. As the saying goes, "if you can do streaming you
can do anything else". Their speed and low gas prices made our decision
even easier.
Their dominance in the space speaks volumes already and their ambition
and tenacity is only matched by our own. Our common values and targets
only further cement our partnership and place on their chain.
This arrangement with Theta means the Bullit roadmap over the next few
months will see us transform from the current file transfer service into a
digital assets swap service. A plan to create creative smart contracts and
NFTs around private storage, file delivery and streaming. This is all executed
using a combination of features usually found in the defi world however we
are bringing these directly to user in a simple, clean transactional interface.
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SECTION 5

5
The
Token
Sale

The Token Sale

Why Should You Buy Bullit Tokens?
Bullit will be enhancing its existing, market-ready product by leveraging
blockchain and NFT technology. Bullit will create its own token that will be
accepted in exchange for Bullit’s existing services.
Funds will be raised via a token sale. Funds raised will go towards
programming the NFT and blockchain integrations, additional development
recruiting and business expansion. During the token sale, Bullit will sell TNT-20
tokens (THETA’s network standard) that will be spendable on the Bullit platform
as soon as the blockchain integration is complete. The tokens will be identiﬁed
as “BULLITS”.
The Bullit team values the trust of their current, new and future clients.
They do not want to risk the security that they are known for by rushing
blockchain integrations to market without performing thorough due
diligence. The team will utilise trusted third-party auditors to review code
prior to release.
BULLIT tokens will have a smart contract that will be integrated with the
existing Bullit system in order to further improve and maximise the
security of the Bullit system. These tokens will be the power behind the
entire Bullit ecosystem. Not only will the users be able to utilize BULLITS to
pay for Bullit’s existing services (subscriptions, notiﬁcations, NFTs etc) but
Bullit will also utilise BULLITS to motivate and reward users in many ways
that will stimulate beneﬁts for the Bullit community.
500 million Bullit tokens ($BULT) will be minted with 30 million available
during the token sale. 5 million will be allocated for distribution to
incentivize user participation within the Bullit ecosystem and 125 million
tokens will be allocated among the core team, developers and
non-technical service providers.
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Bullit anticipates the need to raise a maximum of $3M in order for
the necessary NFT and blockchain development, liquidity pools,
integrations and testing to begin to move forward at a steady rate.
Funds raised above and beyond that minimum goal will go towards
additional development, regular third-party code and security
audits, marketing (inc. PR), strategic business acquisitions,
registering for approval to be listed on various exchanges and the
legal expenses necessary to ensure that Bullit always remains
compliant with the rapidly changing regulations.

Tokenomics
Token Name

Bullit

Ticker

BULT

Type

TNT-20

Token Total Supply

500,000,000

Contract

0xb97c24d014cabdb8744f198a16918497effc36e5
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Overall Token Allocation (Vesting)

Category

Volume

Percent (%)

(million)

Vesting

Pre Sale

6

30

10% Monthly

Staking Rewards

15

75

12.5% Quarterly

Burn

10

50

12.5% Quarterly

Marketing

14

70

12.5% Quarterly

Team

25

125

12.5% Quarterly

Foundation

30

150

12.5% Quarterly
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Cumulative Token Release Schedule

Token Release Schedule
(Including/Minus Burn)
Foundation

Team

Marketing

Staking Rewards

Presale

450.000.00
400.000.00
350.000.00

Cumulative Tokens

300.000.00
250.000.00
200.000.00
150.000.00
100.000.00
50.000.00
0
1

2

3

4

5

6

7

8

9

10

11

12

Months
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13

14

15

16

17

18

19

20

21

22

23

24

Burn Event Triggers
Burns will occur when certain milestones are met. For example:
>

A number of holders

>

Market cap

>

Price points

Token Rewards
The cryptocurrency rewards will be distributed to the participants in the
pre-sale stage at a rate of 15% APY from the date of their purchase until
the date of their coins being unlocked. After the tokens are unlocked,
you can withdraw them or keep them in the staking pool and get 15%
APY for the first year after the listing.
After year 1, all staked tokens will be rewarded 50% of all profit from crypto
transactions (after all costs) and the remaining 50% of the crypto
transactions going to the foundation as investment in future development.
Example:
User A holds 1 million tokens and is staking them on the Bullit network, of
which there are 100 million tokens staked in total. This means that User
A has 1% of all the staked tokens, rewarding them 1% of any net profit
from the crypto transactions inside of the Bullit system.
* We reserve the right to make payments in a stable coin (such as
BUSD) or in BULT.

Foundation
The Foundation is Bullit’s war chest. The tokens will be utilised for: talent
acquisition, business development, business expansion, contract
development, mergers & acquisitions, unexpected contingencies, DAO
creation, further funding, airdrops and bounties.
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Use of Funds
The use of funding will not be static. Instead, it will be dynamic, with the
sole purpose of ensuring the long-term success of the project.
Initially, allocation is forecasted as follows:
Percentage (%)
Development

25

Token Burn

10

Team

30

Liquidity Pool

20

Advisors

5

Marketing

10

Venture Capital
One thing of particular note is that, despite the project’s considerable
investment to date, there are no venture capital firms in our ownership.
This is important for two reasons:
●
●

There will not be a giant, uncontrollable, sell-off event after listing
We aren’t driven by greed and short term thinking

VC funding is fine for some projects but we didn’t feel it was appropriate
for ours.

Token Sale Restrictions
Not open to residents of the USA, China, British Virgin Islands, Iran, Iraq,
Sudan, Myanmar, North Korea, Somalia, Syria, Venezuela and Zimbabwe.
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Roadmap
Done

Fully functional service

Done

Completed Airdrop

Done

ICO token sale

Done

Bullit SDK sandbox package release

Done

Web3 integration

Done

BULT/TFUEL LP Staking

Done

Initial foundation of decentralization complete

Q1 2023

Blockchain blockmarking and recording

Q1 2023

One-to-one encryption service release

Q1 2023

Pay to open service release

Q2 2023

Full encryption sending service launch

Q2 2023

Bullit SDK package release

Q2 2023

Full decentralization
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SECTION 6

6
The Team

Anas Madi
CTO

Anas manages a team of over 100 talented developers, designers and
online marketing specialists. He brings a high-level technical understanding
of the development process, both front and back end.
He has developed over 200 applications for all business sectors, making
him an exceptionally talented international tech developer.
He continues to work as a mentor and has overseen more than 10,000
academy students and this gives him access to an enormous young
talent pool of rising stars.
His tenacious, ‘can do’ attitude and enthusiasm propels him to find
solutions to the most complex of problems.
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John Roordink
Marketing

John has a huge amount of experience in marketing throughout Europe,
Latin America and Asia.
He has co-owned commercial radio stations, promotional agencies and
publishing companies. A Dutch-born businessman, fluent in many
languages, John founded Germany’s largest ad placement agency and
was co-founder of one of Europe’s first mobile content and billing
providers. He would later go on to list this on the London Stock Exchange.
He went on to co-found a network of companies in the telecom space
which supplied 30+ countries, turning over USD 800m during his tenure.
Currently based in South America, John heads a network of marketing
professionals spending his time coordinating the team on contracts
around the globe, covering all aspects of digital marketing.
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Thomas Wong

Cybersecurity Specialist

Thomas is a Trusted Advisor and Cybersecurity Specialist with more than a
decade of experience in cybersecurity and management often acting as
the bridge between business, security and IT.
He is frequently called upon as speaker at security events.
His background as both a trusted cybersecurity advisor and cybersecurity
analyst gives him a unique insight and overview when doing risk
assessment and in general governance risk and compliance work.
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Abdul Qaiyoom

Strategic Blockchain Director

Abdul is a specialist in business strategy, development, creative
direction and all forms of management. Starting out 1998, he is
now a key industry player.
His focus has been guiding start-ups for the last 18 years and
recently turned his hand to developing companies’ strategies
using Blockchain and the NFT, ICO, IEO related technologies.

His core expertise lies in his unique ability to meld decentalised
dynamics with conventional product development. It might be
this same ability that allows him to spot humour in even the most
mundane situations!
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Narve Hansen

Head of Strategy

Narve Hansen is a Norwegian business manager with more than 30
years of experience in the financial sector and acquired broad
experience as a manager and consultant within international
business, product development and marketing. He is also a founder
and co-owner of startups in Latin America and Norway.
His passion is to work with partners to improve the value proposition for
the customer, explore new opportunities within Web3.0 with the focus
on making this world a better place. He has a broad experience from
corporate companies like BankAxept (national payment scheme in
Norway), Vipps (Payment wallet in the Nordic), Willis, Experian,
Skandiabanken (First internet bank in Norway), Gjensidige (Insurance),
Orkla Finans (Capital Investment company) among others.
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Mazen S. H. Elsayed

Technical Product Manager

Mazen is a passionate, value-driven TPM with over 10 years of experience
in leading cross-functional teams that plan, build, launch and manage
world-class SaaS innovations.
He blends technology skills with extensive Agile/Scrum experience to
create execution plans. This is followed with his astute market positioning
and analytical abilities to evolve a product strategy throughout the
lifecycle. Fast prioritization and managing multiple schedules effectively
within spec and budget are hallmarks of his.
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Ahmad Alghalban
Quality Assurance

Ahmad is driven and resourceful individual who maintains a positive and
proactive attitude when faced with adversity. His 5+ years of experience in
the field of development includes market research, project design,
management and data analysis - a degree of experience that allows him
to coordinate the development process right up to the point of delivery.
Driven by a real passion to achieve success on every project, he thrives
on devising complete solutions to complex and dynamic problems on
every level.
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Ljiljana Glavić
Communications

Based in Croatia, Ljiljana has a business degree and specialises in
international relations and diplomacy. She has co-founded Events
Management Companies and organised Parliamentary Political
Campaigns. She sees an advantage in being one of only a few
women in a predominantly male-dominated sector. It offers a new
perspective to closing deals with an ability to address all sides of a
debate.
A powerhouse in her own right, she brings an astonishing capacity to
quickly spot solutions. Her attention to detail is faultless, having
worked in the legal industry for a number of years. Law taught her the
importance of accurate communication.
Ljiljana comes from an entrepreneurial family, having been raised on
family-owned vineyards by the Adriatic Sea. From an early age, she was
organising the marketing, sales and international distribution channels.
Unsurprisingly, business school followed and roles in advertising, marketing
and sales cemented her place amongst other high achievers in the region.
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Are You
Ready to be
Part of the Future?
No other company in Bullit’s comparable sectors - secure ﬁle transfer,
secure data storage and secure email - can do everything Bullit does, which
uniquely positions our products and services above the spectrum.
Qualified personnel fill every role needed to expand the technical,
administrative and commercial aspects of this project. This experienced
team is ready to move Bullit forward.
Perhaps most importantly, Bullit is a fully built and tested service. It’s here. It’s
now. It’s working. We have people using it and businesses queued and
ready to adopt it fully as their privacy solution.
With your participation and support, we can make Bullit the new standard
for digital privacy, security and control.

To learn more and participate please visit bullit.app/token
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SECTION 7

7

Legal

Legal

Legal Disclaimer
This White Paper and any other documents published in association with
it, including the related token sale terms and conditions (the Documents)
relate to a potential token (Token) offering to persons (contributors) in
respect of the intended development and use of the network by various
participants. The Documents do not constitute an offer of securities or a
promotion, invitation, or solicitation for investment purposes. The terms of
the contribution are not intended to be a financial services offering
document or a prospectus. The token offering involves and relates to the
development and use of experimental software and technologies that
may not come to fruition or achieve the objectives specified in this white
paper. The purchase of tokens represents a high risk to any contributor.
Tokens do not represent equity, shares, units, royalties or rights to capital,
profit or income in the network or software or in the entity that issues
tokens or any other company or intellectual property associated with the
network or any other public or private enterprise, corporation, foundation
or other entity in any jurisdiction. The Token is not therefore intended to
represent a security or similar legal interest.
The purchase of the Tokens involves significant risks. Prior to purchasing a
Token, you should carefully assess and take into account the potential
risks including those described in the Documents and on our website.
Although there may be speculation on the value of the Tokens, we disclaim
any liability for the use of Tokens in this manner. A market in the Tokens may
not emerge and there is no guarantee of liquidity in the trading of the
Tokens nor that any markets will accept them for trading.
This White Paper describes a future project and contains forward-looking
statements that are based on our beliefs and assumptions at the present time.
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The project as envisaged in this White Paper is under development and
is being constantly updated and accordingly, if and when the project is
completed, it may differ significantly from the project set out in this
white paper. No representation or warranty is given as to the
achievement or reasonableness of any plans, future projections, or
prospects and nothing in the Documents is or should be relied upon as
a promise or representation as to the future.
Bullit.app is a speculative investment and involves a high degree of risk.
Investors must have the financial ability, experience, and willingness to
bear the risks of their investments. Past performance is no guarantee of
future returns, and there is no guarantee that the market price of a coin will
fully reflect the underlying net asset value. There is also no guarantee that
www.bullit.app’s investment objective will be achieved. Potential investors
are advised to seek expert financial advice before making any investment
decision and should be aware that they may not fully recover any amount
invested.

No Representations
This whitepaper does not constitute any investment advice, financial
advice, trading advice, or recommendation by www.bullit.app, its affiliates,
or its respective officers, directors, managers, employees, agents, advisors,
or consultants on the merits of purchasing BULT tokens, nor should it be
relied upon in connection with any other contract or purchasing decision.
Nothing in Facebook, Reddit, Discord, Telegram, Twitter, this white paper, or
the website is or should be relied on as a promise or representation as to
the future. www.bullit.app or any associated party makes no
representation regarding the likelihood or probability that any actual or
proposed account allocation will in fact achieve a particular investment
outcome or goal. Please realise that cryptocurrencies have no value
except that which people associate with them. Be aware of this whenever
investing monetary value into any digital currency. Prices fluctuate and
tokens can be lost easily due to digital mishaps and hacking.
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www.bullit.app, its affiliates, nor its respective officers, directors, managers,
employees, agents, advisors, and consultants are not liable for any choices
that users make with www.bullit.app. www.bullit.app is not a company or
business. This is an open-source community currency known as a DAO
(Decentralised Autonomous Organisation) which means each token
holder is a part-owner in the project.

No Advice Disclaimer
No representations or warranties have been made to the recipient of this
whitepaper or its advisers as to the accuracy or completeness of the
information, statements, opinions, or matters (express or implied) arising
out of, contained in, or derived from this whitepaper or any omission from
this document or of any other written or oral information or opinions
provided now or in the future to any interested party or their Advisers.

Third-Party Data
This whitepaper contains data and references obtained from third-party
sources. Whilst Bullit believes that these data are accurate and reliable,
they have not been subject to independent audit, verification, or analysis
by any professional legal, accounting, engineering, or financial advisors.

Translations
This whitepaper and related materials are issued in English. Any translation
is for reference purposes only and is not certified by any person. No
assurance can be made as to the accuracy and completeness of any
translations. If there is any inconsistency between a translation and the
English version of this whitepaper, the English version shall prevail.
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Restricted Transmission
This whitepaper must not be taken or transmitted to any jurisdiction where
distribution or dissemination of this whitepaper is prohibited or restricted. In
addition, this whitepaper cannot be used as any legal representation. This
whitepaper cannot be used as any evidence or proof in any legal matter.

Views of Bullit
The views and opinions expressed in this whitepaper are those of
www.bullit.app and do not reflect the official policy or position of any
government, quasi-government, authority, or public body (including but
not limited to any regulatory body) in any jurisdiction. This whitepaper has
not been reviewed by any regulatory authority.

Third-Party References
References in this whitepaper to specific companies, networks, and/or
potential use cases are for illustrative purposes only. The use of any
company and/or platform names and trademarks does not imply any
affiliation with, or recommendation, or endorsement of/by, any of those
parties. All references to “dollars,” USD, or “$” are references to United States
Dollars unless otherwise stated.

Graphics
All graphics included in this whitepaper are for illustrative purposes only. In
particular, graphics with price references do not translate into actual
pricing information.
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Risk Statements
Purchasing BULT tokens involves substantial risk and may lead to a loss
of a substantial or the entire amount of money involved. Prior to
purchasing BULT tokens, you should carefully assess and take into
account the risks, including those listed in any other documentation. A
purchaser should not purchase BULT tokens for speculative or
investment purposes. Purchasers should only purchase BULT tokens if
they fully understand the nature of the BULT tokens and accept the risks
inherent to them.
Cryptographic tokens may be subject to expropriation and/or theft;
hackers or other malicious groups or organisations may attempt to
interfere with our system/network in various ways, including malware
attacks, denial of service attacks, consensus-based attacks, Sybil
attacks, smurfing, and spoofing, which may result in the loss of your
cryptographic tokens or the loss of your ability to access or control your
cryptographic tokens. In such an event, there may be no remedy, and
holders of cryptographic tokens are not guaranteed any remedy,
refund, or compensation.
The regulatory status of cryptographic tokens and digital assets is
currently unsettled, varies among jurisdictions, and is subject to significant
uncertainty.
It is possible that in the future, certain laws, regulations, policies, or rules
relating to cryptographic tokens, digital assets, blockchain technology, or
blockchain applications may be implemented that may directly or
indirectly affect or restrict cryptographic token holders’ right to acquire,
own, hold, sell, convert, trade, or use cryptographic tokens.
The uncertainty in tax legislation relating to cryptographic tokens
and digital assets may expose cryptographic token holders to tax

BULLIT | White Paper Oct. 2022

59

consequences associated with the use or trading of cryptographic tokens.
Digital assets and related products and services carry significant risks.
Potential purchasers should take into account all of the above and assess
the nature of, and their own appetite for, the relevant risks independently
and consult their advisers before making any decisions.

Professional Advice
You should consult a lawyer, accountant, tax professional, and/or any
other professional advisors as necessary prior to determining whether to
purchase a BULT token.

Restrictions
Not open to residents of the USA, China, British Virgin Islands, Iran, Iraq,
Sudan, Myanmar, North Korea, Somalia, Syria, Venezuela and Zimbabwe.
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